NAIC-ID(RS)T-0501-96 


NATIONAL  AIR  INTELLIGENCE  CENTER 


A  CRITIQUE  OF  PHOTOELECTRONIC  COUNTERMEASURES 

by 

Zhao  Guangfu 


Approved  for  public  release: 
distribution  unlimited 


me  Qlf AIIT7  lN8FBC*rBD  8 


19961024  066 


NAIC-  ID(RS)T-0501-96 


HUMAN  TRANSLATION 

NAIC-ID(RS)T-0501-96  30  September  1996 

MICROFICHE  NR: 

A  CRITIQUE  OF  PHOTOELECTRONIC  COUNTERMEASURES 
By:  Zhao  Guangfu 
English  pages:  22 

Source:  Review  of  Electro-Optical  Countermeasures  Technology; 
pp.  13-19 

Country  of  origin:  China 
Translated  by:  Leo  Kanner  Associates 
F33657-88-D-2188 

Requester:  NAIC/TAEC/Frank  Scenna 

Approved  for  public  release:  distribution  unlimited. 


THIS  TRANSLATION  IS  A  RENDITION  OF  THE  ORIGINAL 
FOREIGN  TEXT  WITHOUT  ANY  ANALYTICAL  OR  EDITO¬ 
RIAL  COMMENT  STATEMENTS  OR  THEORIES  ADVO¬ 
CATED  OR  IMPLIED  ARE  THOSE  OF  THE  SOURCE  AND 
DO  NOT  NECESSARILY  REFLECT  THE  POSITION  OR 
OPINION  OF  THE  NATIONAL  AIR  INTELLIGENCE  CENTER 


PREPARED  BY: 

TRANSLATION  SERVICES 
NATIONAL  AIR  INTELLIGENCE  CENTER 
WPAFB,  OHIO 


Date  3n  Spntpmhpr  IQQfi 


NAIC-ID(RS)T-0501-96 


GRAPHICS  DISCLAIHER 


All  figures,  graphics,  tables,  equations,  etc.  merged  into  this 
translation  were  extracted  from  the  best  quality  copy  available. 


1 


NAIC-ID(RS)T-0501-96 


A  CRITIQUE  OF  PHOTOELECTRONIC  COUNTERMEASURES 


BY:  Zhao  Guangfu 

(Beijing  Special  Vehicle  Institute,  Beijing,  100072) 


ABSTRACT 


In  modern  warfare,  photoelectronic 
technology  has  been  widely  used  by  the 
military.  With  the  rapid  growth  in 
photoelectronic  technology,  photoelectronic 
countermeasures  technology  has  played  an 
important  role  in  such  military  applications 
as  photoelectronic  reconnaissance  and  counter 
reconnaissance,  ECM  and  counter  ECM.  This 
article  will  provide  a  critique  of  the 
developments  in  photoelectronic 
countermeasures . 


KEY  WORDS:  Photoelectronic  reconnaissance,  photoelectronic 
counter  reconnaissance,  Photoelectronic  countermeasures, 
photoelectronic  counter  countermeasures. 


I .  Introduction 


Photoelectronic  countermeasures  technology  is  the  study  of 
reconnaissance,  countermeasures,  weakening  or  destroying  the 
effective  use  of  the  enemy's  photoelectronic  equipment  and  the 
comprehensive  technical  measures  taken  to  protect  ones  own 
personnel  and  photoelectronic  equipment.  Since  the  first  wars, 
there  have  been  photoelectronic  countermeasures  technology.  In 
ancient  times  warfare  relied  on  human  vision  to  detect  the  enemy, 
and  to  avoid  detection,  the  enemy  would  employ  such  human  sight 
countermeasures  as  the  ruse  of  the  Trojan  horse  to  avoid  detection, 
and  placing  dummies  on  war  chariots'''.  In  order  to  improve  the 
effective  distance  of  human  vision,  the  visible  light  telescope  was 
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invented,  and  was  followed  by  technology  to  counter  observation  by 
hunan  sight  with  a  telescope,  such  as  paint,  camouflage  and  smoke 
screens.  In  1934  the  first  infrared  image  converter  tube  appeared 
in  Germany^^^,  allowing  man  to  enter  a  new  era  where  he  could  see  at 
night  and  not  only  during  the  day.  A  number  of  infrared  indicators 
appeared  to  deal  with  this  type  of  active  infrared  night  vision 
device.  Since  the  appearance  of  the  first  laser  in  1960,  there  has 
been  extremely  rapid  growth  in  military  laser  applications  such  as 
laser  range  finders,  guidance  and  blinders,  as  well  as  the 
corresponding  appearance  of  such  laser  countermeasure  technologies 
as  laser  reconnaissance  warning,  ECM  aircraft,  laser  suppression, 
and  laser  protection.  The  appearance  of  the  laser  has  added  new 
content  to  countermeasure  technology.  Since  the  middle  sixties, 
low-light  night  vision  devices  have  been  developed  to  the  third 
generation,  and  since  the  primary  operational  wave  bands  of  low- 
light  night  vision  devices  continues  to  be  within  the  range  of 
visible  light,  visible  light  countermeasure  methods  are  still 
effective  against  them.  Thermal  imaging  technology  began  in  the 
sixties.  Called  forward  looking  infrared  systems,  it  was  first 
used  on  aircraft.  It  began  to  be  widely  used  to  equip  units  in  the 
eighties.  It  has  wide  future  applications  in  such  areas  as 
observation  and  sighting  and  guidance.  Infrared  counteimeasures 
technology  has  appeared  to  deal  with  thermal  imaging. 

We  can  see  from  this  that  the  developments  in  photoelectronic 
technology  has  spurred  the  development  of  the  corresponding 
countermeasures,  forming  a  new  branch  of  science  -  photoelectronic 
countermeasures  technology. 
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2.  Photoelectronic  reconnaissance  technology 

2.1.  Visible  light  reconnaissance  and  warning  technology 

Visible  light  reconnaissance  and  warning  technology  was  the 
first  photoelectronic  reconnaissance  technology  developed,  and  is 
the  most  widely  employed  technology.  It  was  used  on  the 

battlefield  as  far  back  as  the  Second  World  War.  It  primarily 
includes:  Periscopes,  telescopic  sights  and  television.  It  is 

primarily  used  to  observe  the  battlefield,  sight  targets,  firing 
correction  and  guidance.  This  type  of  technology  is  very  mature, 
and  the  instruments  are  structurally  simple  and  easy  to  use. 

However,  because  they  operate  in  the  wave  band  of  0.36-0. 76pm,  they 
arc  effected  to  a  fairly  high  degree  by  the  atmosphere.  The 
developmental  trend  of  this  technology  is  stabilization  of  line  of 
sight  and  use  in  combination  with  low  light,  laser  and  thermal 
imaging  technologies  to  form  an  integrated  instrument. 

2.2.  Night  vision  reconnaissance  and  warning  technology 

Night  vision  reconnaissance  technology  had  its  start  in  the 
thirties,  and  has  gone  through  the  developmental  stages  of  active 
infrared,  low-light  and  thermal  imaging  technologies.  Most  of 
these  products  have  already  been  used  to  equip  military  units  and 
have  been  used  in  battle  with  excellent  combat  results. 

2.2.1.  Active  infrared  technology 

The  first  infrared  image  converter  tube  appeared  in  Germany  in 
1934.  During  World  War  Two,  Germany  was  also  the  first  to 
successfully  develop  an  active  infrared  night  vision  device.  After 
a  number  of  improvements,  its  operational  range  was  extended  to  700 
to  800  meters.  This  type  of  night  vision  device  is  not  effected  by 
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how  bright  the  night,  and  the  image  is  fairly  clear.  However, 
because  it  operates  in  an  active  mode,  it  is  easily  exposed. 

2.2.2.  Low-light  technology 

Since  the  sixties,  direct  vision  low-light  technology  has  been 
developed  to  three  generations. 

In  the  middle  sixties  a  three  stage  coupled  image  intensifier 
appeared  which  used  a  fiber  optical  board  as  the  input  and  output 
windows.  This  was  the  first  generation  low-light  night  vision 
device  which  was  standardized  in  the  seventies.  It  was  fairly 
effective  for  observing  over  100  meters.  It  operated  in  a  passive 
mode,  so  had  good  concealability .  It  had  high  gain,  and  images 
were  sharp  and  clear.  However,  it  did  not  have  good  protection 
against  intense  light,  and  it  was  large  and  heavy. 

In  order  to  overcome  the  shortcomings  of  the  first  generation 
of  low-light  vision  devices,  the  microchannel  plate  (MCP)  was 
successfully  developed  in  the  seventies.  The  second  generation  of 
image  intensifiers  were  developed  using  the  MCP,  and  these 
intensifiers  were  used  to  make  the  second  generation  low-light 
night  vision  devices.  Table  1  provides  typical  capabilities  of  the 
passive  infrared  and  the  first  and  second  generation  low-light 
night  vision  devices. 

The  second  generation  of  low-light  night  vision  devices 
overcame  the  shortcomings  of  the  first  generation.  Their  effective 
range  was  one  and  one-half  times  that  of  the  first  generation. 
They  could  also  be  used  to  make  night  vision  binoculars.  However, 
they  used  multi-alkali  photocathodes,  which  do  not  take  advantage 
of  all  of  the  night  light. 
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Tab.  1  Typical  performance  of  night  vision  equipment 
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1.  Country.  2.  Model  (nomenclature).  3.  Power.  4.  Field  of 
view(®).  5.  Operational  range  (m) .  6.  Application.  7.  Russia. 
8.  TNP-1-49--23  active  infrared  sights.  9.  Holland.  10.  TS7TS 
first  generation  low-light  sights.  11.  Series,  12.  United  States. 

*  13.  9896  Second  generation  low-light  sights. 

The  negative  electron  affinity  (NBA)  photocathode  was  invented 
in  the  sixties  to  further  improve  the  performance  of  low-light 
vision  device.  The  third  generation  image  intensifier  was 
developed  using  this  type  of  photocathode.  This  device  is  very 
sensitive  (500-600pA/lm) ,  and  has  a  fairly  high  reaction  at  0.9pm. 
It  has  a  long  life  (500  to  10,000  hours).  Resolution  is  high 
(32-461p/mm) .  Its  effective  range  is  half  again  to  twice  that  of 
the  second  generation.  However,  this  device  uses  complex  processes 
in  manufacture,  and  the  cost  is  fairly  high.  The  photocathode  is 
a  place,  and  is  restricted.  Third  generation  low-light  night 
vision  devices  have  already  been  developed  using  this  device. 

2.3.  Infrared  reconnaissance  and  warning  technology 

Active  infrared  and  low-light  technology  conduct 
reconnaissance  by  relying  on  target  reflection.  However,  thermal 
imaging  technology  obtains  an  image  through  the  differences  in 
radiation  of  the  different  portions  of  the  background  objects 
themselves.  Compared  to  active  infrared  and  low-light  vision, 
thermal  imaging  has  the  following  advantages;  it  is  basically  an 
all-weather  reconnaissance  method,  it  operates  in  a  passive  mode. 
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it  can  penetrate  smoke,  fog,  mist  and  snow,  can  recognize 
canouflage,  is  not  effected  by  the  strong  lights  on  the  battlefield 
or  blinded  by  brilliant  light  jamming, a  nd  it  has  a  fairly  long 
effective  range.  At  the  present  time  thermal  imaging  systems  have 
been  developed  to  the  second  generation. 

In  1964  the  United  States  came  out  with  the  world's  first  live 
time  display  infrared  imaging  system.  In  1976  it  completed  its 
universal  component  plan  and  in  1977  the  United  States  developed 
the  SPRITE  detector.  In  1980  it  began  to  equip  the  military  with 
opto-mechanical  first  generation  thermal  imaging  systems  which 
could  recognize  a  typical  target  (2.3  by  2.3  meters)  at  a  range  of 
three  kilometers. 

Because  the  first  generation  thermal  imaging  systems  used 
opto-mechanical  scanning,  they  were  large  and  heavy,  and  in 
addition,  the  operational  range  could  not  meed  the  requirements  for 
infrared  imaging  guidance.  In  the  late  seventies  they  developed 
fof:al  plane  array  technology.  By  1983  there  were  major 
developments.  The  second  generation  thermal  imaging  systems  which 
used  focal  plane  arrays  had  an  operational  range  of  1.4  to  two 
times  that  of  the  first  generation  and  used  electronic  scanning  in 
place  of  opto-mechanical  scanning,  greatly  reducing  the  overall 
weight.  At  the  present  time,  prototypes  of  the  second  generation 
thermal  imaging  systems  have  already  been  developed  and  placed  in 
trial  use. 

2.4.  Laser  reconnaissance  and  warning  technology 
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Tab.  2.  List  of  laser  warning  apparatus 
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1.  Model.  2.  Properties  and  characteristics.  3.  Current  status. 

4.  Carried  on  multiple  platforms.  Uses  five  silicon  PIN  photo- 
electronic  diodes  as  the  detectors,  nine  light  emitting  diodes  as 
the  directional  indicators.  Operational  bandwidth  is  0.66-l.l^m, 
sky  coverage  at  360  degrees.  Angular  resolution  is  45®,  P^<10"^/h. 

5.  Produced  and  equipped.  6.  Uses  a  silicon  PIN  photo-electronic 
diode  as  the  detector,  has  a  field  of  view  of  360®,  cannot 
determine  laser  angle  of  incidence,  can  only  provide  warning.  7. 
Already  produced  and  equipped.  8.  Same  as  RLl  (produced  under 
license  from  Simrad  Corporation).  9.  Already  produced  and 
equipped.  10.  Scime  as  RL2  (produced  under  license  from  Simrad 
Corporation).  11.  Already  produced  and  equipped.  12.  Truck  model, 
uses  the  Scime  processor  and  display  as  the  radar  warning  device, 
laser  warning  sensor  probe  operates  on  a  wavelength  of  0.66-1. l^m. 
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aircraft.  Uses  in  combination  with  radar  warning  device.  Four 
la:3er  sensors.  One  laser  analyzer.  Threat  parameters  displayed  on 
76.2  mm  monitor.  Sound  warning  signal  sent  through  the  aircraft 
coiamunications  system.  21.  Airborne.  Four  to  eight  sensors  cover 
360®  azimuth.  Operating  wavelength  0.69-1. 06/im.  Uses  the  same 
display  screen  as  the  radar  warning  device.  22.  Flight  testing. 
23.  Helicopter  carried.  Indices  uncertain.  24.  Under 
development.  25.  Used  together  with  radar  warning  device.  Laser 
operational  wavelength  0.66-l.l^m.  26.  Under  development.  27. 
He.;.icopter  carried.  Used  together  with  radar  warning  device.  Used 
on  the  SPS-65  airborne  defense  system.  Uses  the  76.2  mm  airborne 
display  screen.  Four  dual  laser  sensors.  30.  Already  produced 
and  equipped. 


Laser  reconnaissance  technology  is  divided  into  active  and 
passive  types.  In  the  early  sixties  research  began  on  an  active 
laser  reconnaissance  system,  and  this  was  placed  into  use  on  the 
bat:tlefield  in  Vietnam  in  the  late  sixties.  In  the  seventies 
another  surface  active  laser  reconnaissance  system  was  successfully 
developed  which  could  obtain  images  and  range  up  to  several 
ki.lometers  away.  Research  into  passive  laser  reconnaissance  began 
in  the  seventies.  According  to  partial  statistics,  more  than  20 
different  laser  reconnaissance  and  warning  equipment  have  been 
development,  as  many  as  six  of  which  have  been  formally  used  to 
equip  military  units.  Table  2  lists  a  number  of  different  laser 
reconnaissance  and  warning  equipment.  At  the  present  time  laser 
rec:onnaissance  and  warning  equipment  include  primarily  the  light 
sp(2ctrum  recognition  model  and  the  coherent  recognition  model.  The 
advantages  of  these  two  different  models  are  shown  in  Table  3'^’. 
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Tab.  3.  Comparison  between  two  types  laser  warning  devices 
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I.  Type.  2.  Light  spectrum  recognition.  3.  Non  imaging  model.  4. 
Imaging  model.  5.  Coherent  recognition.  6.  Fabuli-Boluo 
(phonetic)  model.  7.  Michaelson  model.  8.  diffusion  detection. 
9.  Advantages.  10.  Structural  simplicity,  no  optical  system 
required.  Large  field  of  vision.  High  sensitivity.  Low  cost. 

II.  Large  field  of  vision,  fixed  gaze  monitoring  possible.  Low 
rate  of  false  warnings.  High  angular  resolution.  12.  High 
sensitivity.  Low  rate  of  false  warnings.  Can  measure  laser 
wavelength.  Fairly  large  field  of  vision.  13.  Low  rate  of  false 
warnings.  High  angular  resolution.  Can  measure  laser  wavelength. 
14 .  Does  not  require  direct  intercept  of  laser  beam.  Fairly  high 
sensitivity.  Fixed  stare  monitoring  possible.  15.  Shortcomings. 
16.  Low  angular  resolution.  Cannot  measure  laser  wavelength.  High 
rate  of  false  warnings.  17.  Cannot  measure  laser  wavelength.  High 
cost.  Must  use  narrow  band  optical  filters.  18.  Low  angular 
resolution.  Highly  difficult  industrial  process.  High  cost.  19. 
Small  field  of  vision.  High  cost.  Low  sensitivity.  20.  Optical 
system  difficult  to  process.  Must  use  narrow  band  optical  filter. 
Cannot  determine  azimuth.  Not  effective  against  medium  and  far 
infrared. 


The  operational  wavelengths  of  these  pieces  of  equipment  are 
aliaost  all  between  0.45  and  2pm,  and  angular  resolution  is  between 
3^  and  45*. 


Light  spectrum  recognition  model  laser  warning  equipment  can 
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be  imaging  or  non-imaging.  The  non-imaging  models  commonly  use  one 
or  a  number  of  photoelectric  diodes  as  detectors.  Their  structure 
is  simple  and  they  do  not  require  optical  systems.  Their  field  of 
vision  is  large  and  detection  sensitivity  is  high.  They  are  also 
lo  cost.  However,  azimuth  resolution  ability  is  poor.  The  imaging 
models  usually  use  a  wide  angle  fisheye  lens  and  CCD  photographic 
elements.  They  are  characterized  by  high  angular  resolution,  but 
their  optical  system  is  fairly  complex.  They  usually  are  only  able 
to  operate  on  a  single  wavelength.  It  is  difficult  to  make  them 
small  and  they  are  expensive. 

The  coherent  recognition  method  solves  the  light  spectrum 
recognition  problem  of  not  being  able  to  detect  the  laser 
wavelength.  Laser  light  is  highly  time  coherent,  indicating  time 
coherent  physical  properties  -  coherent  length,  is  usually  between 
several  tenths  of  a  millimeter  and  several  dozen  centimeters,  while 
the  coherent  length  of  non-coherent  light  is  only  a  few 
micrometers.  Therefore,  using  an  interferometer  it  is  possible  to 
detect  and  recognize  laser  light.  This  method  has  a  strong 
recognition  capability,  and  can  detect  the  laser  wavelength.  It 
gives  few  false  warnings.  However,  the  industrial  processes  are 
complex,  and  the  cost  is  high.  The  present  developmental 
directions  for  laser  warning  technology  i:  expanding  the  warning 
wavelengths,  from  visible  light  and  near  infrared  to  medium  and  far 
infrared.  Increasing  directional  accuracy,  so  angular  resolution 
can  reach  3®  and  to  Imrad.  Improving  the  wavelength  resolution 
capabilities .  Developing  CO^  waveband  laser  guidance  warning 
technology.  Combining  laser  warning,  infrared  warning  and  radar 
warning  into  a  photoelectronic  warning  system. 

3.  Photoelectric  counter  reconnaissance  technology 

Photoelectronic  counter  reconnaissance  technology  is  primarily 
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methods  used  to  change  the  optical  characteristics  of  the  target, 
acliieving  the  goal  of  remaining  undetected.  Table  4  provides  a 
nuiTiber  of  different  countermeasure  methods. 


Tab.  4.  Methods  of  countermeasures 
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A.  Stealth  methods.  B.  Hiding.  Reducing  signals  and  intensifying 
background.  1.  Use  non  transparent  or  diffusing  screening  material 
and  nets.  2.  Use  non  transparent  or  diffusing  smoke  screens,  or 
suspension  jamming  materials.  3.  Intensify  background  return 
waves.  4.  Create  a  blind  zone.  5.  Restrict  lights.  C.  Camouflage 
coloring.  1.  Reduce  (or  intensify)  target  color  contrast.  2. 
Control  radiation.  3.  Use  geometric  shapes  to  decrease  scattering 
cross  section.  4.  Control  colors  and  shapes.  5.  Reduce  (or 
intensify)  background  color  contrast.  6.  Eliminate  or  cover  up 
shadows.  7.  Create  false  background.  8.  Use  mirrors.  9.  Isolate. 
10.  Eliminate  color  transmission  mediums.  11.  Energy  conversion. 
D.  Camouflage.  Replace  recognition  signs.  1.  Eliminate  and  cover 
recognition  signs.  2.  Use  background  signs.  3.  Use  other  signs. 
4.  Remove  signs  of  movement.  E.  Decoy  targets.  Create  recognition 
errors.  1.  Make  false  signals.  2.  Make  false  parts,  objects, 
systems  or  movements  which  can  mimic  the  primary  detectible 
recognition  characteristics  of  the  target.  3.  Create 
characteristics  unlike  the  target. 


li 
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There  are  currently  a  large  number  of  concealment  methods. 
Here,  we  will  only  take  about  some  of  the  concealment  technologies. 


Broadly  speaking,  camouflage  is  a  type  of  stealth  technology. 
Modern  stealth  technology  began  in  the  fifties,  and  by  the  sixties, 
stealth  equipment  was  already  being  used  to  equip  military  units. 
In  the  eighties,  with  developments  in  science  and  technology,  there 
were  breakthrough  developments  in  stealth  technology. 

3.1.  Camouflage  technology  against  visible  light,  infrared  and 

laser  reconnaissance 

In  order  to  reduce  the  probability  of  the  target  being 
detected  by  photoelectronic  reconnaissance,  the  outside  of  the 
target  can  be  painted  with  different  sized  spots  and  stripes.  The 
colors  and  shapes  used  change  with  the  season,  terrain  and  surface 
objects. 

The  key  to  Ccimouflage  within  any  light  spectrum  is  to  match  up 
the  radiated  energy  of  the  surface  of  the  target  and  the 
surrounding  spectrum.  To  counter  laser  reconnaissance,  one  should 
reduce  the  reflected  energy  of  the  target  as  much  as  possible. 

or  moving  targets,  a  freshly  hewn  plant  or  material  indigenous 
to  the  combat  zone  can  be  used  with  good  effects.  However,  these 
materials  cannot  be  affixed  to  the  target  for  an  extended  period 
and  the  plants  will  quickly  dry  up. 

These  problems  can  be  avoided  by  using  plastic  camouflage  on 
a  moving  target.  It  can  camouflage  moving  targets  as  well  as 
stationary  ones.  It  can  be  used  in  the  transition  from  moving  to 
entering  combat,  as  well  as  the  other  way  around. 


13- 
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Using  ceunouflage  colors  achieves  good  camouflage  effects,  and 
can  be  improved  through  using  camouflage  netting.  It  not  only 
includes  visual  camouflage  made  of  composite  materials,  but  also 
includes  thermal  radiation  camouflage  netting.  When  using 
caiaouflage  netting,  time  is  required  to  put  it  on  and  take  it  off. 

Current  developmental  trends  of  camouflage  paints  are: 
Further  search  for  the  mechanics  of  camouflage,  such  as  the  light 
spectrum  reflection  of  the  target  and  background,  how  differences 
in  radiation  and  diffusion  properties  can  be  altered,  transmission 
characteristics  of  the  mediums  between  the  target,  background  and 
photoelectronic  detector,  sensitivity  and  resolution  limits  of 
detectors,  limitations  of  biological  and  psychological  factors  of 
the  human  eye,  display  system  errors  and  jamming,  limitations  of 
light  waves  to  detect  or  carry  the  target  signals,  solving  the 
problem  of  wide  light  frequency  camouflage,  developing  a  more  ideal 
camouflage  pattern,  especially  thermal  ceimouflage  pattern. 

3.2.  Technology  to  reduce  infrared  radiation 

This  technology  can  allow  the  target's  infrared  radiation  to 
be  inhibited,  causing  the  target  surface  temperature  to  tend  to  be 
tho  same  as  the  background.  Changing  the  normal  location  of  the 
infrared  radiation  source,  and  thus  changing  the  target’s  original 
radiation  pattern,  achieving  the  goal  of  concealment. 

Since  the  mid  seventies,  many  countries  have  been  actively 
researching  target  infrared  radiation  inhibition  technology,  using 
the  following  specific  methods: 

3.2.1.  Mingling  with  air 


This  method  can  cause  the  hot  air  flow  to  be  cooled  with  the 
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surrounding  air,  but  it  is  necessary  to  prevent  any  particles  to  be 
picked  up  to  avoid  hot  suspension  particles  being  sent  out  as 
continuous  radiation.  This  method  may  have  to  be  fan  driven,  which 
would  make  noise. 

3.2.2.  Using  the  natural  convection  currents  of  the  air  flow 

This  shifts  the  heat  on  vertical  surfaces  to  the  surrounding 
air.  Conductivity  is  8W/m^,  temperature  differential  is  4®C.  It 
does  not  require  power,  and  can  use  fins  to  accelerate  heat 
dispersal. 

3.2.3.  Forced  convection  of  air  currents 

This  shifts  the  heat  from  the  surface  to  the  surrounding  air. 
Conductivity  is  50W/m^.  Temperature  is  4®C.  It  has  to  be  fan 
pov/ered.  It  can  use  a  heat  converter  to  accelerate  the 
transmission  of  heat. 

3.2.4.  Use  of  a  honeycomb  layer 

Through  heat  conversion,  it  is  possible  to  use  airflow  through 
a  honeycomb  layer  to  cool  the  target.  It  can  absorb  the  infrared 
radiation  coming  from  the  hotter  areas  underneath,  and  can  also 
absorb  and  transmit  a  large  amount  of  irradiated  laser  energy. 

3.2.5.  Use  of  contained  liquid 

Pumping  water  through  the  hot  air  current  to  cause  the  exhaust 
(hot)  gasses  to  be  mixed  with  small  drops  of  steam,  thus  achieving 
cooling.  It  requires  power,  and  the  cooling  liquid  has  to  be 
replenished.  This  method  can  achieve  evaporative  cooling  of  hot 
surfaces . 
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3.2.6.  Use  of  heat-conducting  pipes 

Conduct  heat  over  a  fairly  long  distance,  with  a  small 
temperature  differential.  It  can  be  used  to  conduct  the  heat  from 
a  small  high  powered  source  to  an  enlarged  heat  exchanger  with  air 
fins  for  cooling  and  exhaust. 

3.2.7.  Use  of  liquid  circuit 

This  can  conduct  heat  over  a  fairly  long  distance.  It 
requires  a  pump.  It  can  also  be  used  in  a  closed  loop,  but  cooling 
liquid  is  easily  lost. 

3.2.8.  Use  of  microscopic  geometric  cavities 

The  surface  cavities  can  increase  surface  absorption  of  solar 
energy,  can  trap  dirt,  and  increase  the  air  flow  exchange  area. 

3.2.9.  Use  of  macroscopic  geometric  cavities 

These  can  direct  radiated  or  reflected  energy  in  a 
predetermined  direction.  They  will  partially  concentrate  the 
irradiated  solar  energy,  increase  them  and  then  reflecting  them. 

3.2.10.  Use  of  insulating  blankets 

These  effective  limit  radiation  and  thermal  conduction  along 
a  chosen  direction. 

3.2.11.  Adding  an  insulating  cowling  to  the  exhaust  pipe  or  use  the 
body  of  the  target  to  cover  it  or  place  the  exhaust  pipe  within  the 
engine  cooling  air  flow. 
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3.2.12.  Improving  the  design  of  the  engine  combustion  chamber  to 
liiait  the  infrared  radiation  of  the  products  of  combustion  as  much 
as  possible 

3.2.13.  Adding  additives  to  the  motor  fuel  to  inhibit  engine  smoke. 

3.2.14.  By  using  plasma  technology  to  cover  some  metal  engine  parts 
with  zirconium  oxide  ceramic  coating,  it  is  possible  to  lower  the 
temperature  of  exposed  metal. 

3.2.15.  By  using  skirting  to  shield  the  infrared  radiation  formed 
because  of  the  heat  generated  by  friction  in  moving  targets. 

3.2.16.  Reduce  the  size  of  the  target,  reducing  its  infrared 
radiation. 

Figure  1  shows  the  average  temperature  of  the  leading  edge  of 
the  Russian  T  series  tanks. 

Fig.  1.  Average  temperature  differential  of  Soviet  tanks 


4.  Photoelectric  countermeasures  technology 

Photoelectronic  countermeasures  technology  is  divided  into 
passive  counter  measures  and  active  countermeasures. 

4.1.  Photoelectric  passive  countermeasures  technology 
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There  are  a  great  many  photoelectric  passive  countermeasures 
technologies,  including  such  things  as  smoke  screens,  aerosols, 
extinction  shells,  light  spectrum  conversion  and  water  screens. 
Here  we  will  only  discuss  smoke  screen  technology. 


The  military  has  used  the  simple,  cheap  smoke  bomb  as  a 
photoelectronic  countermeasure  for  a  long  time.  The  use  of  smoke 
bombs  can  keep  the  enemy's  photoelectronic  observation  and  sighting 
instruments  and  photoelectronic  guided  missiles  from  seeing  the 
target  or  from  tracking  the  target.  The  use  of  a  smoke  bomb  can 
reduce  the  effectiveness  of  an  anti-tank  shell  to  1/5  to  1/3.  In 
the  haze  of  a  smoke  screen,  anti-tank  guns  and  tank  guns  are 
re;idered  temporarily  ineffective  because  the  target  cannot  be  seen. 
The  smoke  screens  current  used  to  equip  units  can  counter  visual 
systems  from  visible  light  ( 0.36-0. 76/jm)  to  near  infrared 
(0 .78~1.2/jm) ,  low-light  vision  devices,  passive  infrared  night 
vision  devices,  point  source  infrared  guided  missiles  and  1.06)L/m 
laser  systems.  A  typical  smoke  screen  bomb  such  s  the  M76  smoke 
screen  bomb,  can  provide  a  smoke  bomb  30  meters  in  front  of  a  tank 
and  30  meters  wide  and  40  meters  wide  for  one  to  three  seconds. 
Its  reliability  is  as  high  as  99^*^.  The  NATO  smoke  screen  bomb  has 
the  ideal  specifications  shown  in  Table  5. 


Tab.  5  Ideal  specifications  for  smoke  bombs 
Field  of  fire  110-180^ 

Firing  range  30-70  meters 

Smoke  height  7-12  meters 

Maximum  time  to  form  smoke  3  seconds 

Smoke  screen  duration  1  second 


Current  developmental  trends  for  smoke  screen  bombs  are; 
Further  improvement  of  visible  light  and  near  infrared  smoke 
screens,  currently  being  developed  far  infrared  smoke  bombs,  water 
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mifst  smoke  screens  which  jam  10.6^m  CO^  lasers.  Color  mist  smoke 
screens  and  green  Ccimouflage  smoke  screens. 

4.2.  Photoelectronic  active  countermeasures  technology 

Photoelectronic  active  countermeasures  technology  can  be 
divided  into  deceptive  type  and  suppression  countermeasures 
technology . 

4.2.  Deception  countermeasures  technology 

As  infrared  and  laser  guided  missiles  have  appeared,  it  has 
generated  a  corresponding  countermeasures  technology.  Employing 
this  type  of  technology  are  primarily  the  infrared  jammer,  the 
infrared  jamming  bomb  and  the  laser  jammer.  There  are  already  some 
models  which  are  used  to  equip  military  units  such  as  the  ALQ- 
144 (V)  infrared  jamming  equipment,  the  BAe  infrared  jammer,  and  the 
TS}IY  infrared  jammer.  The  TSHY-1-7  vehicle  carried  infrared  jammer 
can  counter  TOW,  Hot,  Milan,  Dragon,  Cobra  and  AT-3  antitank 
missiles.  It  can  counter  wavelengths  of  0.7-1. 2pm  and  1.7-2. 5pm. 
A  single  firing  can  cover  an  area  of  20®  azimuth,  height  of  4®,  and 
axial  light  intensity  of  more  than  2X10^cd. 

There  are  currently  three  primary  types  of  infrared  jammers: 
the  arc  laanp  type,  the  fuel  oil  type,  and  the  electrothermal  type. 


The  current  developmental  direction  for  infrared  jammers  is 
first,  to  strive  to  focus  it  on  a  certain  direction  in  order  to 
intensify  its  jamming  capabilities,  and  second,  to  achieve  omni¬ 
directional  jamming,  and  third  to  achieve  multiple  wave  length 
jamming. 
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The  development  of  infrared  guidance  technology,  and 
especially  the  appearance  of  infrared  imaging  guided  missiles,  have 
allowed  infrared  guided  missiles  to  have  the  capability  to 
differentiate  between  target  radiation  and  to  counter  infrared 
jccnming  rounds.  New  infrared  jamming  bombs  must  be  developed  to 
meet  this  requirement.  An  example  would  the  dual  component  bomb, 
the  kinematic  lure  bomb,  the  tracer  shell,  the  activated  metal 
lure,  the  tank  defensive  close  in  lure,  and  the  lure  with  heating 
element . 

Infrared  jcimraing  shells  are  structurally  simple  and 
inexpensive,  but  requirements  for  firing  times  are  quite  stringent, 
and  their  effective  time  is  short. 

Laser  jammers  are  being  developed  to  deal  with  laser  precision 
guided  missiles.  These  use  lasers  to  generate  high  energy 
directional  light  becun  interference  against  the  incoming  missile. 

4.2.2.  Suppression  type  countermeasures  technology 

Suppression  type  countermeasures  technology  include  primarily 
the  blinding  type  and  the  destructive  type. 

Development  of  laser  weapons  began  the  year  after  the  first 
laser  appeared  (1961).  In  the  sixties  a  great  deal  of  research  was 
conducted  on  high  energy  lasers,  sighting  and  tracking  systems, 
atmospheric  transmission  effects  and  the  mechanics  of  target 
destruction. In  the  seventies  a  prototype  of  a  tactical  laser  weapon 
was  successfully  developed  and  went  through  a  series  of  tests.  In 
the  eighties  there  was  feasibility  research,  and  the  laser  entered 
the  initial  engineering  design  stage.  The  prototype  demonstration 
and  engineering  development  stage.  In  the  nineties  several 
different  systems  are  planned  to  be  placed  in  service. 
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A  strong  laser  can  destroy  such  photoelectric  sensors  as  night 
vision  eguipment^  television  cameras^  thermal  imagers^  observation 
and  sighting  devices  and  target  indicators,  thus  making  it 
impossible  for  these  devices  to  play  an  effective  operational  role, 
at  the  same  time,  strong  lasers  are  also  injurious  to  the  human 
eye . 


Strong  laser  light  can  be  used  in  tactical  air  defense, 
suppressing  observation  and  sighting  devices,  sealing  up  fire  power 
and  to  increase  ones  own  survivability  and  combat  capability. 

At  the  present  time  there  are  already  the  "Rainbow  Fish"  and 
the  "Crown  Prince"  systems,  the  "High  Photoelectronic  jamming 
capsule",  the  "laser  glare  sighting  device",  the  emerald  "glare 
device",  the  "Cobra"  and  the  "squeeze  box"  ranging/air  defense 
system  laser  weapons  systems.  Their  primary  specifications  are 
shown  in  Table  6. 


Tab.  6  Specifications  of  laser  weapons  systems 


Effective  range 


to  blind  photoelectronic  sensor  6-8km 
suppress  observation /sighting  300m-15km 

1.06pm  0.53pm 

40MW/1000W  100MW/400W 

3-5  seconds 

0.2/0 . Imrad 

Sighting/tracking  precision  better  than  Imrad 

maximum  angular  velocity  azimuth  90® /s,  elevation  40®/s 

warning  region  azimuth  0-360®,  elevation  0-® 


Wave  length 
Peak/average  power 
System  response  time 
Beam  scattering 


4.3.  Composite  photoelectronic  countermeasures  technology 


Composite  use  of  passive  and  active  jamming  technology. 
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5.  Photoelectronic  counter  countermeasures 


Photoelectronic  counter  countermeasures  technology  was 
generated  by  the  appearance  of  photoelectronic  countermeasures. 
LiKe  counter  reconnaissance  technology,  it  generally  is  not  a  piece 
of  equipment  using  a  single  technology,  but  includes  the  design 
technology  of  photoelectronic  equipment  (such  as  laser  range 
fijiders,  indicators,  photoelectronic  guidance  equipment,  and 
photoelectronic  reconnaissance  equipment)  and  the  control 
technology  of  the  characteristics  of  tactical  target  indicator 
photoelectronic  signals.  Of  course,  it  is  also  possible  to  use 
photoelectronic  counter  countermeasures  technology  to  manufacture 
©quipment  for  tactical  missions • 

There  are  many  types  of  photoelectronic  counter 
countermeasures  technology.  Countermeasures  technology  includes 
light  gate,  filter  lens,  rapid  shutter,  and  attenuator.  For  lasers 
there  are  protective  goggles  and  protective  masks.  There  are 
highly  reflective  paint  and  enhanced  surface  structure.  These 
individual  technologies  can  also  be  used  in  combination  to  improve 
the  countermeasures  capability. 

“  photoelectronic  countermeasures 


In  modern  warfare  combat  requirements  cannot  be  met  by  relying 
only  of  a  few  scattered  pieces  of  photoelectronic  countermeasures 
equipment.  Therefore,  it  is  necessary  to  enhance  the  overall 
photoelectronic  countermeasures  capability,  so  it  is  necessary  to 
coiTibine  the  use  of  the  different  types  of  photoelectronic 
countermeasures  technology  and  to  develop  photoelectronic 
countermeasures  systems. 
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Primarily  multiple  waveband  photoelectronic  surveillance  and 
warning  equipment  which  has  counter  surveillance  capabilities  and 
which  has  counter  jamming  capabilities,  and  combined  with  passive 
photoelectronic  suppression  and  jamming  equipment  to  form  a 
comprehensive  photoelectronic  jamming  system  to  facilitate  dealing 
with  various  types  of  photoelectronic  sensors  at  the  same  time. 

The  operational  models  of  photoelectronic  countermeasures 
equipment  will  run  through  the  entire  gambit  of  tactics  and 
caiapaigns.  They  will  penetrate  to  every  aspect  of  the  battlefield. 
They  will  involve  all  branches  of  the  services  and  all  types  of 
forces,  forming  a  tactical  countermeasures  system  and  be  brought 
into  the  battlefield  automated  command,  control,  communications  and 
information  system,  fusing  it  together  with  a  large  range  of 
photoelectronic  countermeasures  to  complete  the  campaign  mission. 


In  the  future,  on  the  omnidirectional,  in-depth,  three 
dimensional,  integrated  "soft"  and  "hard"  kill  battlefield,  there 
will  appear  photoelectronic  countermeasure  and  photoelectronic 
counter  countermeasure  systems. 


